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Welcome to the webinar 

• The audio for this webcast can be delivered through your PC speakers or telephone.   

 

• We will be running two presentations with Q&A 

 

• You can submit your questions at any time in the live chat, we will answer the questions at the 

end of the session 

 

 

• We will address as many questions as time permits at the end of the presentation. 

 

• Today’s webcast will be recorded. The recording and presentation deck will be made available to 

you within the next couple of days.  
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Welcome 



The voluntary Group comprises of senior compliance officers from 12 banks* representing eight MENA countries, including; 

Bahrain, Egypt, Jordan, Kuwait, Lebanon, Oman, Qatar, and the UAE.  

 

The Group, launched in September 2016 and presided over by Mr. Wissam H. Fattouh, Secretary General for the Union of 

Arab Banks, seeks to bring collective action in the fight against financial crime.  

 

Michael Matossian, Chief Compliance Officer and EVP of Arab Bank was nominated to act as the Deputy Chair. The Group 

also includes Thomson Reuters, and the Union of Arab Banks as the Strategic Partners.   

 

The Group aims to act as a link and feedback channel between the private sector and external/ global bodies/regulators. To 

that end, it will arrange financial crime seminars and invite key international bodies, financial crime specialists, and global 

correspondent banks as a key dialogue mechanism.  

 

The Group aims to demonstrate that banks in the region are working together to share leading practices and to make MENA a 

safer and more secure place to do business.  

 

Working documents and guidelines developed through its Working Committees and all key updates are published on Group 

Website:   www.menafccg.com  

  

Further information and Contact Details 

E-mail: info@menafccg.com  
 

 

 
*Abu Dhabi Commercial Bank, Arab Bank, Al Baraka Banking Group, Bank ABC, Bank Audi s.a.l, Bank Muscat, Boubyan Bank, Commercial 

Bank of Qatar, Emirates National Bank of Dubai, Mashreq Bank, National Bank of Egypt, National Bank of Kuwait 

  

MENA Financial Crime Compliance Group 

http://www.menafccg.com/
mailto:info@menafccg.com


DISCLAIMER 

The opinions expressed by the presenters during this live webinar, subsequent question and answer session and 

details in the Presentation slides, do not directly represent the opinions of the United Nations, Thomson Reuters or 

the MENA FCCG. The information shared is expressly not to be used by the media or for media purposes. 

 

The presenters and MENA FCCG make no representations or warranties about the accuracy or suitability of any 

information in the presentation; all such content is provided to participants on an “as is” basis. The information in 

this presentation (“Presentation) is intended to provide only a general outline on certain areas of the subject of 

latest terrorist financing typologies and related sanctions updates  and is tailored to a specified audience in a given 

date, and may contain personal interpretation and views.   

 

The presenters and MENA FCCG are not liable for any claims, losses, or damages of any kind arising out of or in any 

way related to this information provided by presenters. The presenters and MENA FCCG hereby disclaim all liability 

for any claims, losses, or damages of any kind in connection with use or application of the Presentation.  

 

The information contained in the Presentation is not intended to constitute legal advice or the rendering of legal, 

consulting, or other professional services of any kind. Users should not in any manner rely upon or construe the 

information in the Presentation as legal, or other professional advice and should not act or fail to act based upon 

such information without seeking the advise/services of a competent legal or other professional. 



 Presenters Bios 

David Shepherd, CAMS  (Moderator)  Head of Market Development, Risk (MENA), Thomson Reuters 

    Secretary General MENA Financial Crime Compliance Group 

 

David is Secretary General of the MENA FCCG and responsible for the market strategy for the Thomson Reuters Risk Division in MENA. He is a Certified Anti-

Money Laundering Specialist (CAMS) and holds a Diploma in Financial Crime and Compliance. He  brings over 10 years experience in Risk and has extensive 

market experience having worked with prominent Financial Institutions, Governments and Multinational Companies both in Europe and across the Middle East and 

North Africa. He has been based in MENA in the Dubai Head Office since joining Thomson Reuters in 2013. 

Ghaith Zubi   (Presenter)   Expert ISIL / Al-Qaida / Taliban Monitoring team, United Nations Security Council 

  

 

  

 

 

 

 

 

Mr Zubi is based in New York City and is an expert at United Nations Security Council Committee pursuant to resolutions 1267/2253 

 

July 2012- July 2015 Director of Legal Affairs Directorate at Jordanian Financial Intelligence Unit with 15 years of experience in addressing the countering 

financing of terrorism and sanctions regime on Al-Qaida & affiliates. Zubi has been a member of the United Nations Security Council Analytical Support and 

Sanctions Monitoring Team, established pursuant to UNSCR 1526 (2004) and 1904 (2009) concerning Al-Qaida, Taliban, and associated individuals & entities, 

with a long field experience in counter terrorism, and related legal challenges.  

 

1997 to 2012 Jordanian General Intelligence Department (GID) Chief of Counter-Terrorism Center, oversaw a large budget and numerous programs in Cyber 

Terrorism operations and Countering Financing of Terrorism. 

 

 
Jesse Spiro   (Presenter)   Global Head of Threat Finance and Emerging Risk, Thomson Reuters 

  

 

  

 

 

 

 

 

 

 

 

Jesse Spiro is based in Washington DC and is the Global Head of Threat Finance and Emerging Risk at Thomson Reuters.  

 

He is head of the specialized research  team for Thomson Reuters World-Check. He is an expert on threat finance, financial crime, anti money laundering, 

enhanced due diligence and third party risk. He oversees a global team of research analysts covering bribery, corruption, and threat finance (terrorism, 

proliferation, cyber crime, organized crime, smuggling, trafficking).  

 

He is a member of the Intelligence and National Security Alliance (INSA) Financial Threats Council, and the U.S. Chamber of Commerce Human Trafficking 

Task Force. He is the author of several reports on supply chain and reputational risk, and a graduate of the University of Maryland, College Park. 
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Current Trend-microfinancing 

• Domestic terror is low cost and can be micro financed 

 

• Homegrown, lone- and known-actor threats are pernicious because: 

 

– Low risk profile 

• Not all women foreign fighters were married off, some 

engaged in combat  

 

– Non sanctioned individuals 

• Ahmad Abdulaziz Abdullah Abdullah (aka Abu Walaa, 

Faceless Preacher) 

 

– Small timeframe to identify and act 

• Vehicular attack conducted by unknown suspect 

 

• Working with difficult to regulate and track new methods 

 

– Reliance on encryption  

Abu Walaa Copyright NewObserverOnline 



Current Trend-operation of legitimate businesses 

• Domestic terror is low cost and can be micro financed 

 

• Terrorist Organizations are increasingly using legitimately registered businesses to move 

funds cross border 

 

• Businesses span across all sectors including (agriculture, technology, telecoms, real estate, 

etc) 

 

• Traditional TBML schemes are being employed (false invoicing, misinvoicing, etc) 

 



• Former resident of Pontypridd, Wales  

• Computer expert, financier and 

facilitator of ISIS 

• Founder of Ibacs companies  

• Part of network that financed ISIS drone 

program  

Case Study: Siful Haque Sujan Network 



ISIS network of legitimate front businesses 

Ibacstel Electronics Ltd 

Mohamed Elshinawy 

Operative 

Siful Haque Sujan 

Computer Expert  

Ataul Haque  

Financier  

Ahmet and Ismail Bayaltun  

Facilitators in Turkey 

Ibacs IT Solutions Ltd 

Ibacs Technologies Ltd 

Wahmi Technology 

Isynctel 

Ibacs Limited 

Ibacstel Corporation Ltd 

Bangladesh 

Advance Technology Global Ltd  

Tamer El Khodary 

Egyptian ISIS Operative  

Tamim Chowdhury 

 Mastermind  Gulshan Café Attack Toly Nath 

Facilitator 

Moyeen Khan  

Facilitator 

Mohammed Helal Uddin 

Facilitator 

Amzad Hossain 

Facilitator 

Abul Hasnat 

Facilitator 

Nahiddoza Mia 

Facilitator 

Tajul Islam Shakil  

Facilitator 

Companies 

Operatives 



EMERGING CFT RISKS:  

 
ENCRYPTED COMMUNICATION / 

DIGITAL CURRENCY NEXUS 



Telegram & Terrorist Attacks in Europe* 
(*Not all attacks listed) 

Paris 

Nov. 2015 

137 Dead 

Brussels 

Mar. 2016 

35 Dead 

May 2017 

London 

23 Dead 

Aug. 2017 

Barcelona 

24 Dead 

Dec. 2016 

Berlin 

12 Dead  

Apr. 2017 

Stockholm 

5 Dead 



Terrorism, Telegram & Digital Currency 

AQ Magazine “Al-Haqiqa”  

Issue # 3, Feb. 1, 2018 

 

“We see lots of potential for the use of 

cryptocurrencies for our purposes.” 



Terrorism, Telegram & Digital Currency 

To Support Mujahideen in Syria: 

 

Send Bitcoin, Monero, Dash, Verge 

Bitcoin ATM $$$ CASH 



0.0594775 BTC (~ USD 

$556) 

Received on Mar. 27, 2018 

Terrorism, Telegram & Digital Currency 



USD $1.7 Billion raised from 200 private investors 

 

No Public ICO = No SEC Regulation 

 

Telegram + GRAM = Terrorism Financing Beyond Reach of 

LE  

Terrorism, Telegram & Digital Currency 



Monero 

Monero and Terrorism Finance 



Monero 

 
• Monero is digital currency based on blockchain technology. It has 

unique privacy features relevant for illicit finance. 

 

• Why Monero is different? 

 

– Monero is private. No identifiable information is made public 

when a transaction is made. 

 

– Monero is untraceable because sending and receiving wallet 

addresses are obfuscated. Transactions cannot be linked to a 

real-world identity. 

 

– Monero is fungible. Because units of Monero cannot be traced, 

those units/users cannot be blacklisted by vendor or exchange. 



Terrorism Financing Potential Risks 

• The privacy features of Monero, particularly its fungibility, provide significant 

risks in the field terrorism finance.  

 

• Monero’s adoption and value has increased as Darknet Markets have 

included it as a payment option over the last two years. 

 

• While the majority of products on Darknet Markets are narcotics, weapons 

such as grenades and assault rifles are also available.  



Emerging Privacy Cryptocurrencies   

• There are thousands of cryptocurrencies, many with privacy 

features. This gives illicit actors many channels to funnel funds.  

 

• One common method to increase anonymity is to transact across 

blockchains (Bitcoin -> Monero -> Bitcoin). 

 

• Other cryptocurrencies that are emerging as leaders for privacy 

coins are: 

 

– Zcash    

– Zcoin 

– Verge  



ISIL Financial Assessment   

Ghaith Zubi 

  
Aug 2nd 2018 



ISIL & Affiliates  

• Levant (Syria, Iraq) 

 

• Central & South Asia (Afghanistan) 

 

• North & West Africa (Libya, Tunisia, Sinai, Mali, Burkina Faso) 

 

• Arabian Peninsula (Yemen) 

 

• East Africa (Somalia)  

 

• Southeast Asia (Southern Philippines, Malaysia, Indonesia)   

 

 



 

• Finances continue to decline as ISIL loses territory but still controls oil fields and is able 

to sell oil within Syria 

 

• Still extorting diminishing populations and charging “taxes” along roads eastern parts of 

Euphrates River. 

 

• Member States information expect that ISIL has hidden significant reserves 

 

• ISIL has made investments in legitimate businesses, including in Iraq (Real-estate, 

Hotels, Fishing farms, and Money Exchange Co.)  

 

• Challenge: For international community : 

 

                      How to spend development and reconstruction funds without inadvertently 

allowing them to fall into ISIL hands   

 

 

ISIL Finance  



 

• ISIL continues to fund its affiliates but increasingly expects them to find independent 

sources of funding (ISK) 

 

• Disruptions to affiliates funding are occurring when facilitation networks are 

interrupted, but ISIL is able to set up new networks quickly 

 

• ISIL has financial facilitators across the Middle East that are willing to move criminal 

(including terrorist) funds, in addition to legitimate money, these facilitators are skilled 

at ML (al-Kawthar Money Exchange QDe.157), (Omar Kubaysi QDi.412) 

  

• Challenge: Listing those facilitators as was done in: 

  

                         Hanifa Money Exchange Company (QDe.153) 

                         Selselat al-Thahab Money Exchange Company (QDe.154) 

                         

 

 

ISIL Finance  



 

 

 

 

Significant Financial Events…   

Iraqi Gov 
stops sending 
public wages 
and pensions 
to ISIL-
controlled 
areas, cutting 
potentially up 
to $200M per 
year in ISIL 
taxation 
revenue 

July 2015 

ISIL overruns 
oil fields in 
Iraq and 
Syria, and 
produced oil 

July 2014 

ISIL captures 
Mosul and 
steals up to 
$425M from 
the Central 
Bank branch 

June 2014 



 

 

 

 

Events …  

Iraqi forces 
launch ops to 
retake Mosul, 
a major tax 
base for ISIL  

Oct2016-
Mar2017 

U.S. and GC 
launches 
airborne ops 
targeting 
ISIL’s oil 
infrastructure 
in Syria 

October 2015 

U.S pauses 
shipments of 
U.S. dollars to 
Iraq’s Central 
Bank out of 
concerns that 
ISIL is 
profiting 
from 
currency 
trading 

August 2015 



Impact Assessment 

• Continuing increased efforts by regional stakeholders: 

 

       - Focus on denying ISIL access to financial system outside the conflict zones 

       - Continuing efforts to prevent movement of funds through middlemen or facilitators          

throughout the region 

 

• Member States in the region continue to seize cultural artefacts: 

       - Potentially 1 Million items from Syria alone.  

       - Inventories of entire museums considered lost, (Idlib Museum) ------- Black Markets      

in some EU countries.  

 

• ISIL’s attempts to infuse money in licit economy, may need adjusted counter 

measures ---------- private sector stakeholders to exercise increased vigilance and 

appropriate due diligence procedures 

 

 

 



 

 

 

 

THANK YOU FOR YOUR ATTENTION  
 

 

 

 

ISIL (Da’esh)/Al-Qaida/Taliban Monitoring Team 

UN Security Council  

 

www.un.org/sc/suborg/en/sanctions/1267 

 

http://www.un.org/sc/suborg/en/sanctions/1267


   Panel Discussion  

Questions 

& 

Answers  



Thank you 


